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Abstract: Automatic network recognition and classification may prove to be
an important concept in the framework of cognitive radio and networks. For
practical implementations, these operations must be carried out in a simple
way by using simple devices and algorithms that require low computational
load. The AIR-AWARE approach proposes to use MAC sub-layer features
for technology recognition purposes where a rudimentary device like an
energy detector is used for technology-specific feature extraction. The aim
of this work is automatic Bluetooth classification. To this purpose, two
MAC features reflecting properties, related to the time-varying pattern of
MAC packet exchanges, are proposed. Experimental data obtained by using
the Universal Software Radio Peripheral as energy detector show that the
two proposed features are capable of highlighting MAC sub-layer behaviour
peculiar to Bluetooth. These features may therefore lead to successful
Bluetooth recognition and the results obtained provide support to the validity
of the AIR-AWARE approach.
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1 Introduction

An important concept in the context of cognitive radio and cognitive networking is
wireless network recognition. In fact, a cognitive radio, in order to adapt and reconfigure
its parameters based on the environment in which it is set, must be able to recognise
the environment, i.e., to determine if there are other active wireless networks in that
precise instant in that area. This is, therefore, a problem of wireless network detection
and recognition. The AIR-AWARE Project, ‘born’ at the DIET Department of Sapienza
University of Rome, and first mentioned in Di Benedetto et al. (2010), addresses this
problem. The main scope of this project is to reach automatic network recognition and
classification in a simple way, by using simple devices and algorithms that require a
low computational load.

This keyword, simple, was practiced in the AIR-AWARE Project using MAC
sub-layer features. In fact, every wireless network presents a MAC behaviour that is
defined by its own standard and, most important, that is characteristic and peculiar
of that single technology. This implies that an analysis of packet exchange patterns
can reveal the tecnology present over the air at a certain time, leading to network
recognition. To do so, it is therefore necessary to identify MAC features for each
wireless technology.

To keep the AIR-AWARE module as simple as possible, a ‘rudimentary’ device must
be used for feature detection. Therefore, this project intends to use an energy detector
(ED) in order to obtain, through sensing and calculation of the short-term energy, a
time-domain packet diagram.

The industrial, scientific and medical (ISM) 2.4 GHz unlicensed band is the most
widely used band for a lot of widespread wireless technologies. Examples are Wi-Fi
(IEEE Standard 802.11, 2007), Bluetooth (IEEE Standard 802.15.1, 2005) and ZigBee
(IEEE Standard 802.15.4, 2006). In this work, the Bluetooth technology was analysed,
and two MAC sub-layer features were identified that can highlight and distinguish this
type of network among others in the same frequency band. The universal software radio
peripheral (USRP) software defined radio (SDR) was used as ED in order to obtain
the necessary packet diagram. Using these simple device and recognition procedures, an
identification of packet exchange patterns specific of Bluetooth was carried out.

The paper is organised as follows. Section 2 defines energy detection and explains
how packet diagrams were obtained based on time-varying energy profiles. Section 3
contains a brief overview of Bluetooth technology, the analysis of its MAC behaviour,
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the proposed features and how they were applied to the case under analysis. In
Section 4, the USRP platform and the experimental set-up are presented. Results of
experimentation are presented in Section 5, while Section 6 contains a discussion of the
results obtained and future directions of this research investigation.

2 Energy detection and packet diagrams

In the general framework of spectrum sensing, the ED approach has gained great interest
due to its flexibility and relative low complexity (Mariani et al., 2010). The ED is based
on the computation of received energy in a predefined time window (averaged over N
samples of received signal). This operation gives rise to a sequence of energy values
that we indicate as energy samples. These energy samples are then compared against
a threshold that depends on noise level. Note that energy detection does not require
any prior knowledge on spectrum occupancy, and this provides a beneficial flexibility
towards wireless technology identification.

Detection of random signals in presence of additive white Gaussian noise (AWGN)
is a traditional problem that has been solved by detection theory. Under the hypothesis
that the useful signal is unknown and is modelled as a zero-mean wide-sense stationary
(WSS) Gaussian process with variance o2, whereas noise is AWGN with variance o2,
the sufficient statistic 7'(r), i.e., the expression of ED input—output characteristic, is:

a 2
T(r)=>|ra| (1)
n=1

In equation (1), r represents the received vector of complex samples r,, and N the
number of samples used in each energy calculation (i.e., window length). The window
length N must be selected based on a trade-off between resolution in average energy
vs. time-varying energy patterns. The short-term energy function is obtained from the
product of equation (1) by the ED sampling period T, where N7y = window duration,
ie.

N
Exn(r) =) |r|"Ty 2
n=1

Since the sampling frequency was 25MHz (as further described in Section 4), the
sampling period was Ty = 40 ns. Based on Bluetooth packet duration, as explained later
in Section 3, a reasonable window duration was 10 usec, and therefore, in order to
obtain this value, a rectangular window NN of 250 samples was used. This number of
samples offers a good trade-off between E values and average values. In other words,
N value is not ‘too high’, otherwise En would be computed considering too many
samples, not permitting to follow in an accurate way the changes in the short-term
energy; it is also not ‘too low’, otherwise the mean in the short-term energy computation
would refer to a very low number of samples. Furthermore, consecutive Eny windows
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were overlapped by 50% in order to improve time resolution to 5 usec instead of
10 psec.

An example of short-term energy diagram is depicted in Figure 1. The Ex
diagram of Figure 1 was obtained by capturing the data transfered between two nearby
(about 1 m) Bluetooth devices. The signals were captured by USRP2 that was positioned
about half way between the two Bluetooth devices. The USRP2 bandwidth was set at
20 MHz and centred at 2.412 GHz.

Figure 1 A short-term energy diagram obtained after capture of Bluetooth data signals,
short-term energy values are expressed in logarithmic units (see online version

for colours)
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In Figure 1, the line over the noise level represents the estimation of the average
noise power called noise floor (green line on figure). This value was calculated using
a moving average filter applied on recorded Ey data when no signal was being
transmitted.

Short-term energy diagrams are used to generate packet diagrams. A packet diagram
shows the presence (logical value ‘1) or absence (logical value ‘0’) of a packet,
sent over the air by a device, containing either control data or user data. Note that
distinguishing data vs. control packets is not relevant for the scope of this work given
that the analysis focuses on MAC packet exchange patterns, regardless of their content.

To obtain the packet diagram, an appropriate threshold value must be determined.
All energy values below the threshold are considered as ‘low’, i.e., the sensed energy
is too low to be considered as energy transmitted by a device in the surrounding
area. Similarly, energy values above the threshold are considered as ‘high’, i.e., the
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sensed energy is high enough to be considered as energy transmitted by a device in
the surrounding area, and as such must be part of a sent packet. The noise floor was
obtained by averaging the detected energy in absence of any received signal in the ISM
2.4 GHz band. The threshold value was determined by adding 10 dB to the noise floor.
This choice was inspired by the energy detection adopted in ZigBee (IEEE Standard
802.15.4, 2006). The validity of this choice was also confirmed by Denkovski et al.
(2010), that indicates that a 10dB margin is a recommended choice for parameter
settings of a USRP2 device operating in the 2.4 GHz ISM band. In particular, the
measured noise floor was —144.2dBJ, and therefore the threshold value was set at
—134.2dBJ.

Based on the above threshold, the packet diagram was obtained by deciding, as
previously indicated, whether short-term energy values were ‘low’ or ‘high’. A sequence
of ‘high’ values indicates that for a certain period of time a useful signal was present
over the air interface, i.e., a packet was sent. Conversely, a sequence of ‘low’ values
indicates silence, i.e., an inter-packet interval. Figure 2 shows an example of packet
diagram that is directly derived from Figure 1.

Figure 2 Example of packet diagram, corresponding to the energy profile of Figure 1
(see online version for colours)
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For each detected packet a vector (timestamp, duration) is stored, where ‘timestamp’ is
the packet arrival time instant and ‘duration’ is the packet duration. This vector is used
to extract time-domain technology-specific features, as discussed in Section 3.

Note that during both data and voice transfers, the described sensing algorithm was
tested by capturing enough data to statistically analyse the features and their potential
separability capabilities in a multi-standard feature classifier.
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3 Bluetooth MAC features

Bluetooth technology is described in IEEE Standard 802.15.1 (2005) and is used for
wireless personal area networks (WPANS). For the purpose of this work, it is important
to notice its particular and peculiar MAC sub-layer behaviour. A Bluetooth network is
organised into clusters of devices called piconets. Within a piconet, communication can
be established only between a master device and a slave device (there are up to seven
slave devices in a piconet). Bluetooth uses a time division duplex/time division multiple
access (TDD/TDMA) packet communication scheme. Communication is slotted, and
time slot duration is fixed at T or of 625 usec. Bluetooth packets can occupy one-,
three- or five-time slots. In each case, packet duration may vary between a minimum
and a maximum value that is reported in Table 1 (for a 1 Mb sec™! bitrate). Packets
containing control data occupy only one-time slot, and have in general a fixed duration,
as indicated in Table 1 (for a 1 Mb sec™! bitrate). These minimum, maximum and fixed
durations, as defined by IEEE Standard 802.15.1 (2005), are important for the scope
of this work. Note on Table 1 the 68 usec fixed duration of the ID packet, that is the
shortest Bluetooth packet.

A common packet exchange pattern consists of DATA — ACK packets, that are
exchanged between the master and a slave. DATA packets have no predetermined
durations: packets are filled with all the data that must be sent (and the necessary
overhead), always respecting the duration rules defined by the standard. For the
acknowledgement, a control packet called NULL packet is used. This packet has a
fixed size of 126bits, i.e., a fixed duration of 126 usec, at a 1 Mb sec™! bitrate. For
completeness, there is another control packet, the POLL packet, used for polling, that
has the same fixed duration of the NULL packet.

Table 1 Bluetooth packet durations

Fixed duration Minimum duration Maximam duration

(psec) (psec) (psec)
Time slot 625
ID packet 68
NULL/POLL packet 126
One-time slot packet 126 366
Three-time slot packet 1,250 1,622
Five-time slot packet 2,500 2,870

When the Bluetooth communication is used for voice transmission, i.e., a So,
called synchronous connection-oriented (SCO) link is established, DATA packets are
one-time slot only. Furthermore, the master provides the slave reserved time slots
following the scheme reported in Table 2. These reserved slots permit to obtain
a two-way 64kb sec™! pulse code modulation (PCM) encoded symmetric voice
communication.

This MAC sub-layer behaviour, that is characteristic of Bluetooth, can be exploited
in order to reach its recognition in a simple way, starting from the obtained packet
diagram. As seen before, the shortest packet defined in Bluetooth technology is the
ID packet, whose duration is fixed at 68 usec. This means that all detected packets
whose duration is less than 68 psec can be discarded, because they cannnot be Bluetooth
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packets. For this reason, a simple packet filter was implemented using MATLAB, and
all packets with a duration lower than 50 usec were discarded, considering them as
‘false positive packets’. The choice of 50 usec instead of 68 usec for the packet filter
threshold added some tolerance to the packet identification procedure.

Table 2 Bluetooth SCO link details

Packet type Reserved time slot every ... (time slot) Tsco value (msec)
HV1 2 1.25
HV2 4 2.50
HV3 6 3.75

The packet diagram was then ready to be used for Bluetooth recognition. According to
the MAC sub-layer feature approach of the AIR-AWARE Project, two MAC features
were proposed:

1 packet duration

2 packet inter-arrival interval

The reason for selecting the first feature was based on the consideration that one can
expect a link manager to segment data by efficiently filling the available packet formats.
If that is true, it can be expected that predominant packet duration values will assume
their maximum allowed values, and the detected packet durations will be concentrated
around the values reported in the first and last columns of Table 1.

The selection of the second feature derives from the structure of the TDD/TDMA
system, i.e., a slotted time-axis. For this reason, it can be expected that packet
inter-arrival interval values be concentrated around Tgror (625 usec) or its multiples,
when single-slot vs. multi-slot packets are detected.

These two proposed features can be calculated from the packet diagram in a very
simple way. Despite this simplicity, they can highlight and reveal a MAC sub-layer
behaviour that is characteristic of Bluetooth, leading to successful recognition.

4 Experimental set-up

The USRP is a widely used SDR platform developed by Ettus Research LLC
(a subsidiary of National Instruments Corp.). This device has gained great interest from
the research community thanks to its excellent integration with the open source GNU
Radio SDR framework. In this work, the USRP version 2 (or simply USRP2) and GNU
Radio version 3.2 have been used.

The USRP2 is an hardware platform for SDR applications that hosts a mainboard
with a field programmable gate array (FPGA) (Xilinx Spartan 3-2000, a RISC
32 bit microprocessor), two 100 MS sec™! 14 bit analog to digital converters (ADCs)
(LTC2284), two 400 MS sec™! 16 bit digital to analog converters (DACs) (AD9777),
a secure digital (SD) card reader to load FPGA firmware and drivers and a Gigabit
Ethernet controller to connect the host computer. The radio frequency (RF) and
intermediate frequency (IF) stages of the USRP2 can be changed by switch the
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daughterboard being used. There is a wide range of USRP2 daughterboards to cover
almost every radio application. The GNU Radio environment allows to control all
the fundamental parameters of the USRP2, such as: digital down converter (DDC)
frequency, FPGA decimation, programmable gain amplifier (PGA) gain, local oscillator
(LO) offset, sampling multiplexer (MUX) scheme, halfband filters and the precision
of the data sent and received from the computer. One fundamental aspect of a SDR
hardware is represented by the sampling scheme and speed. The USRP2 adopts a
quadrature sampling scheme that is depicted in Figure 3 realised by a DDC in the FPGA,
that consists of a numerically-controlled oscillator (NCO), a four-stage decimating
cascaded integrator-comb (CIC) filter and two halfband filters (HBFs). The quadrature
sampling scheme doubles the bandwidth of the transceiver thus enabling a receiver
bandwidth of 100 MHz from the 100MS sec™! ADC sampling frequency (f;) and it
produces two streams: the in-phase and the quadrature baseband signals (I and Q).

Figure 3 The DDC scheme of the USRP2

fs/D
Input from fs o
ADC 2; Decimating
Input from s Low Pass Filter | _ qQ
ADC sin co§ ? fs/D

NCO Bandwidth
Sine / Cosine decimation
Generator factor D
Center frequency

2 to +f,/2

The Gigabit Ethernet interface guarantees a full-duplex data rate of 125 MB sec™! that
allows an equivalent complex RF bandwidth of about 31.25MHz. Due to this choice
the data rate processed by the FPGA has to be decimated by a minimum factor of 4
or greater thus determining a maximum RF receiver bandwidth of about 25 MHz. If
the USRP2 decimation value is an odd integer, the resulting DDC filtering consists of
CIC filters with no HBFs, introducing aliasing out of f;/2. Using an even rate but
not multiple of 4 results in one halfband filter (a low rate HBF with 31 taps that
decimates by a fixed rate of 2). Finally, the adoption of a decimation factor multiple of 4
determines the use of CIC filters (decimating in the range 1-128) and of both available
halfband filters, the low rate one and the higher rate seven taps one. The use of these
two filters results in a fixed decimation rate of 4 (the minimum aliasing-free decimation
rate) and the use of one of the available CIC permits to reach higher decimation. Given
the 100 MSamples sec™! 14 bit ADC converters and the decimation rate of 4, the
used sampling frequency was 25 MHz, that corresponds to a sampling period of 40ns
(as previously mentioned in Section 2).

In this work, the down-converted stream consisted of 16 bit complex samples
(16 bits for real and 16 bits for the imaginary part) at the maximum allowed RF
bandwidth (25 MHz). The resulting data flow (of ADC sample values) was then recorded
in a binary file using the GNU Radio libraries. The actual short-term energy calculation
was performed using MATLAB scripts with real traffic data inputs. The equipment used
in this work was thus consisting of:
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e a USRP2 device

e an XCVR2450 (2.4 GHz — 5 GHz) daughterboard

e a vertical antenna (dual band 2.4 GHz —5 GHz, 3 dBi gain)

e a host PC with a GNU/Linux OS (Ubuntu) and GNU Radio 3.2

e two Bluetooth enhanced data rate (EDR) devices (data rate: 2 Mb sec™1).

In the experimental set-up, the USRP2 was placed less than 1 m away from the two
communicating Bluetooth devices. The Bluetooth technology is characterised (see also
Section 3) by narrow band channels of 1 MHz used in a frequency hopping spread
spectrum (FHSS) over 80 MHz of total bandwidth. The frequency hops are triggered
by a pseudo-random noise (PN) code, that determines a uniform distribution of the
transmitted packets over the entire bandwidth. As previously mentioned, the received
signal passes through a cascade of HBF and CIC filters and this results in a signal
spectrum flat enough just for a bandwidth of about 20 MHz. This means that the USRP2
can capture only 20 Bluetooth channels out of 80, losing about 3/4 of total transmitted
packets.

The sensing algorithm was tested using signals produced by commercial
Bluetooth devices with embedded antennas. Due to this non-ideal RF condition,
the experimental set-up was characterised by very low ranges (and consequently
high signal-to-noise ratios, SNRs) between Bluetooth devices and the sensing device.
In this way, the detection of all exchanged packets (in the considered band) was
guaranteed. Consequently, the focus can be reduced exclusively on Bluetooth packet
presence/absence patterns analysis, that is the scope of this work.

The parameters used in this work to set-up the USRP2 were the following. The PGA
gain was 40dB, the USRP2 centre frequency was 2.412 GHz and the bandwidth was
20 MHz wide (decimation value of 4). The capture was driven by GNU radio companion
file sink module to record the received complex samples in a vector.

5 Experimental results

The considered scenario was characterised by two communicating Bluetooth EDR
devices using either the (asynchronous connection-less) ACL link or the SCO link.
The Bluetooth communicating devices were located at a distance of about 1 m from
each other. During Bluetooth communications, the USRP2 was placed close to the
communicating devices (at a distance < 1 m) to guarantee a strong received signal. In
this way, it was possible to collect and analyse a large set of different real scenario
captures.

The packet duration feature measured over an ACL link (established by a file
transfer between two Bluetooth EDR devices) can be observed in Figure 4. Given
the proximity of transmitter and receiver, and the absence of interferers within range,
the SNR was reasonably high, and it was therefore straightforward to capture all the
exchanged packets (almost 500) in the observing time (about 3sec). It was possible
to verify the existence of three packet duration classes, corresponding to the one-,
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three- and five- slot packet durations provided by a Bluetooth ACL link. Note on
Figure 4 that each class average value results as a full-payload slot value. To be rigorous,
a data packet length should be modelled as a random variable. Hovewer, the observed
real data show very frequent occurrences of slot maximum values (high peaks in the

histogram).

Figure 4

Figure 5

Histogram for the packet duration feature measured over an ACL link (see online
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Similar to the ACL case, in the voice (SCO) link of Figure 5 there is one main peak,
corresponding to a specific packet duration class. The measured average packet duration
in a voice link is about 430 usec. In this case, the packet duration distribution shows
increased spread, although well concentrated at a specific value, and may thus prove to
be still useful for technology classification purposes.

As for the second feature, packet inter-arrival interval for the ACL case follows
a trend tending to randomness due to several uncontrollable elements: frequency
hopping over a larger bandwidth than the considered one, packet losses and related
retransmissions, intrinsic randomness of the data transfer. However, even in the ACL
link, the slotted structure of the packet exchange may arise, showing a periodicity
that follows multiples of a timeslot duration (625 usec). Figure 6 shows the histogram
for the packet inter-arrival feature measured over an ACL link, where the periodicity
corresponds to almost exactly Ts or (628 usec).

Figure 6 Histogram for the packet inter-arrival feature measured over an ACL link
(see online version for colours)
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For SCO links, the packet inter-arrival interval feature is even more interesting because
of the synchronous nature of the link and the presence of reserved periodic slots for
voice packets (as explained in Section 3). The resulting histogram is plotted in Figure 7.

From real data, the packet duration and the packet inter-arrival interval features
appear to offer an excellent separability property. This happens both in the data link
(ACL) and in the voice link (SCO). Using these features should guarantee good
separability of Bluetooth MAC features from other wireless technology MAC features,
based on a simple ED capable of providing packet diagrams from which the proposed
features can be directly and easily extracted with low-complexity algorithms.

Note that in condition of interference, that might occur frequently considering that
the analysed band is the 2.4 GHz ISM band, the packet diagram might be influenced
and changed by the overlapping of other technologies packets. But this happens not
only by using this MAC features approach, i.e., it is not a limitation introduced by
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the proposed approach. In fact this happens even if the adopted approach is spectrum
sensing (Mate et al., 2011; Yucel and Arslan, 2009; Zeng et al., 2008). In that case,
interference caused by other technologies signals might significantly affect the received
signal (Shi and de Francisco, 2011), leading to more difficulties in the process of
technology recognition and automatic classification. In other words, difficulties caused
by interference must be considered for both approaches: the MAC features approach as
well as the spectrum sensing one.

Figure 7 Histogram for the packet inter-arrival interval feature measured over a SCO link
(see online version for colours)
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6 Discussion of results and future directions

The scope of AIR-AWARE is to create a black-box, the AIR-AWARE module, able to
detect, recognise, distinguish and classify different wireless technologies operating in
the ISM 2.4 GHz band. We proposed to carry out network recognition and automatic
classification in a simple way, i.e., using MAC sub-layer technology-specific features
based on energy detection.

This work analysed the Bluetooth technology. Two MAC features were proposed:
packet duration and packet inter-arrival interval. The USRP2 device was used as ED, in
order to compute a short-term energy diagram, from which a MAC packet diagram was
obtained. Based on packet diagram patterns, the two proposed features were computed.
Data links (ACL link) as well as voice links (SCO link) were taken into consideration.

An analysis of the obtained results for the first feature (packet duration) was carried
out for both ACL and SCO links. In ACL links, packet duration values were well
concentrated around three main peaks corresponding to the three main packet types
(one-, three- or five- time slot packets). In SCO links, a similar behaviour was observed:
the histogram presented a single main peak, around which about 58% of packets were
concentrated; this peak can be related to the duration of one-time slot packets.
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The second feature (packet inter-arrival interval) histogram presented a prevalent
peak, centred at the time slot duration value for both ACL and SCO links. Secondary
peaks at multiples of time slot duration were also present; these secondary peaks were
particularly evident in the voice transmission case (SCO link).

In conclusion, the two proposed features seem to be valid for the purpose of
Bluetooth network recognition, since they are capable of highlighting a MAC sub-layer
behaviour that is specific and peculiar to Bluetooth.

Noise uncertainty should be considered in future investigations, where the use of
blind combined ED (BCED) methods should be tested. As described in Zeng et al.
(2010), the BCED algorithm may overcome noise estimation problems (blind method),
while maintaining the flexibility of the ED.

Further investigation should focus on testing cases where the presence of interference
provoked by other wireless technologies such as Wi-Fi and ZigBee are taken into
consideration. Possible Wi-Fi recognition features as proposed in Di Benedetto et al.
(2010) should also be considered and tested in particular for Bluetooth vs. Wi-Fi
recognition. Recognition of underlay networks like UWB (Di Benedetto and Giancola,
2004; Di Benedetto and Vojcic, 2003) based on MAC features (De Nardis and Di
Benedetto, 2003; Di Benedetto et al, 2005; Di Benedetto et al., 2007) will form the
object of future work, with the aim of integrating the AIR-AWARE module with
recognition capabilities beyond the ISM band.
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